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TO:  Consular Wardens 
 
FROM: ACS Unit 
 
DATE: June 27, 2008 
 
SUBJECT: Credit Card Fraud 
 
Following is a Warden’s Message being transmitted for your 
information.  Please circulate this to your constituents. 
 
There has been a recent rash of thefts of credit and debit card 
numbers from members of the U.S. Embassy and expatriate community 
in the Dominican Republic.  Based on an initial assessment of the 
information provided, NO singular location of card usage has been 
identified.  This investigation has been turned over to the U.S. 
Secret Service (USSS).  The Embassy will continue to support the 
USSS with this investigation and will provide additional 
information as soon as it is available. 
 
American citizens in the Dominican Republic may wish to refrain 
from using credit and debit cards to make purchases or to 
withdraw cash from ATMs here until more information regarding the 
source of the problem is known.  Americans who use a credit card 
or debit card in the Dominican Republic may prefer to use one 
with a low maximum credit line.  It is advisable to monitor your 
accounts for fraudulent charges at least every other day.  
 
If you have used a credit or debit card to make a purchase or 
have withdrawn cash from an ATM in the Dominican Republic within 
the last two months, the Embassy suggests that you monitor your 
accounts closely for fraud.  Report unauthorized charges to your 
credit card company or bank immediately and DO NOT file 
complaints with vendors. 

For the latest security information, Americans traveling abroad 
should regularly monitor the Department’s Internet web site at 
http://travel.state.gov where the current Worldwide Caution 
Public Announcement, Travel Warnings, and Travel Alerts can be 
found.  Up to date security information can also be obtained by 
calling 1-888-407-4747 toll free in the United States, or, for 
callers outside the United States and Canada, a regular toll 
line at 1-202-501-4444.  These numbers are available from 8:00am 

http://travel.state.gov/


to 8:00pm EST, Monday through Friday (except U.S. federal 
holidays).   

American citizens traveling or residing overseas are encouraged 
to register with the appropriate U.S. Embassy or Consulate on 
the State Department’s travel registration website at 
https://travelregistration.state.gov. 

For any emergencies involving American citizens, please contact 
the American Citizens Services (ACS) Unit of the U.S. Embassy. 
The Consular Section Embassy is located at the corner of Cesar 
Nicolas Penson Street and Máximo Gómez Avenue, Santo Domingo, 
D.R.; telephone 809-731-4294; after hours emergency telephone 
809-221-2171; ACS unit fax 809-689-6142; e-mail 
acssantodom@state.gov; web page www.usemb.gov.do. 
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